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[bookmark: bookmark1][bookmark: bookmark0]SCOPE
This procedure defines the method used by the certification body to determine, perform, and document remote audit activities for Information Security Management System (ISMS) audits conducted under ISO/IEC 27001 certification schemes.
The procedure ensures that remote auditing is applied only when it does not compromise the effectiveness, reliability, or integrity of the audit process.
This procedure applies to all ISMS certification activities conducted by the certification body, including:
· Initial certification audits (Stage 1 and Stage 2)
· Surveillance audits
· Recertification audits
· Special audits where remote techniques may be applied.

REMOTE AUDIT TECHNOLOGY
Remote audit activities shall be conducted using the certification body's internal video-conference system or other approved secure communication platforms on the platform.
The system allows:
· live video communication
· screen sharing
· secure data transmission
Both the certification body and the client must confirm that the technical infrastructure is adequate prior to the audit.

REMOTE AUDIT RISK ASSESSMENT
Before any remote audit is conducted, the certification body shall perform a documented risk assessment to determine the appropriate level of remote audit activities, on the software erp.
The assessment shall be performed by the Certification Manager: remote audits shall not be used if the risk assessment identifies unacceptable risks to the effectiveness of the audit.

The assessment shall consider the following factors:
1. Infrastructure Availability
Evaluation of the technical capability of both the certification body and the client including:
· stability and reliability of internet connectivity
· availability of video-conference systems
· secure document sharing capabilities
· ability to access relevant systems remotely
· data protection and confidentiality safeguards

2. Sector of the Client
Assessment of the industry sector and the sensitivity of the activities being audited.
Higher-risk sectors (e.g., critical infrastructure, financial systems, defense, or highly regulated environments) may require greater on-site audit presence.

3. Type of Audit in the Certification Cycle
The type of audit shall influence the level of remote activity permitted:
· Stage 1: Often suitable for partial or full remote audit
· Stage 2: Usually limited remote activities
· Surveillance: Usually limited remote activities and case-by-case evaluation
· Recertification: Case-by-case evaluation

4. Competence of Participants
Evaluation of the competence and experience of auditors performing the remote audit, client personnel participating in the audit, personnel responsible for providing audit evidence remotely

5. Previous Remote Audit Performance
Where applicable, the certification body shall evaluate:
· previous effectiveness of remote audits for the same client
· previous issues related to remote evidence verification
· technical or communication difficulties encountered

6. Scope of Certification
The scope of the certification shall be analyzed to determine if the processes involved can be adequately audited remotely. Processes requiring physical inspection or observation of facilities may require on-site verification.
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